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Information Technology  Standards 

Application 

Number Item Parameter 

1 Application Level 
Current Version minus 1 

2 IAM 
Must integrate with Sailpoint Identity Now 

3 Logging 
Exportable to Arctic Wolf , accessible, audit trail is 

required with the following information: 
 

Who Accessed? 

What time? 
From what device? 
What did they do?  

What action did the perform? 
 

4 Default Passwords 
Must be changed 

5 Vendor Scoring 
Security ScoreCard  

6 Technical Evaluation 
On File 

7 Privileged Accounts 
Each privileged user must have a separate 

privileged user account 

Managed by Delinea 
 

8 Risk Assessment 
Added to Clearwater 

Added to the IT Application Catalog 

9 Backup Schedule Full backup plus differential backup plus log backup 

10 Internet Access None 

Brower – Edge (Current version – 1) 

DR/BCP 

Number Item Parameter 

1 Application DR/BC Plan - IT 
On File 

Tested Annually 
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2 3-2-2 Immutable Backups 
Restore tested annually 

2 Downtime Procedures 
On File at each business unit that uses the 

application 
Tested Annually 

Encryption 

Number Item Parameter 

1 At Rest AES256 or better 
If  they cannot encrypt at rest, they must have 

def ined mitigating controls 

2 InTransit 
Internet – TLS 1.2 or 1.3 and cannot go to 1.1 

Endpoint 

Number Item Parameter 

1 Operating System Microsoft Windows 

2 OS Version Currently Supported version 

3 Patching Schedule Critical Patched within 30 Days. Reserve the right 
to patch quicker than 30-days 

Routine Patched 60 days 

4 Antivirus/Malware Windows Defender for Endpoints 

5 Endpoint Detection Response Windows Defender for Endpoints 

6 Vulnerability Management Scanning Monthly scanning and R7 Agent installed 

7 OS Firewall Activated 

8 Domain Managed Yes 

9 Credential and Access Control Use Cooper's AD for AAA 

10  Installed Agents SysMon (currently supported version) 
SAFE 
Ordr 

Arctic Wolf 
Windows Defender for Endpoints 

Rapid7 

11 Logging AD logging 
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Database 

Number Item Parameter 

1 Platform Microsoft SQL Server 

2 Version Currently Supported Version 

3 Standalone or Cluster Use Cooper SQL Cluster 

4 Logging Record all logins to the database server and 
operating system, and log all operations performed 

on sensitive data as well. Database security 
standard audits should be performed regularly. 

5 Logging Retention Enabled and sent to Arctic Wolf 

6 Credential and Access Control Use Cooper's AD for AAA 

7 Backup Schedule Full backup plus differential backup plus log backup 

8 Access The practical minimum number of users should 
have access to the database, and their permissions 

should be restricted to the minimum levels 
necessary for them to do their jobs. Likewise, 

network access should be limited to the minimum 
level of permissions necessary. 

9 Encryption  ALL data—including data in the database, and 
credential data—should be protected with best-in-

class encryption while at rest and in transit.  
10  Default Passwords Must be changed 

11 RDP  Not Supported 

Identity and Access Management (IAM) 

Number Item Parameter 

1 Must integrate with Sailpoint Identity 

Now 

Required 

2 Non-Cooper members must sign a 
User Conf identiality Form annually 

Required 

3 Credentialing Must be Cooper AD enabled 
SAML, ADFS, etc 

4 Userids Unique 

5 Passwords Length – Minimum of  8 characters 
Complex – Must have 3 of  four the following: Upper 

Case Alpha, Lower Case Alpha, Number, Special 
Character 
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History – 10 
Change – 180 days 
Administrator required to reset password  

Interface 

Number Item Parameter 

1 Transport Method Via current secure protocols 

2 Interface Tranactions Logging Log all transfers and administration activity 

3 Log Retention 1 year 

4 Specification Documentation Data Flow Diagrams are needed for each transfer 
that includes source, destination, and data types. 

Log Retention – Minimum of 1 year 

Medical Devices 

Number Item Parameter 

1 Medical Device Assessment 
On File 

2 Patching 
Critical Patched within 30 Days. Reserve the right 

to patch quicker than 30-days 
Routine Patched 60 days 

3 Vulnerability Assessment 
Monthly 

4 On the Cooper Domain 
Yes 

5 Internet Access 
No 

6 Managed by Cooper SCCM 
Yes 

7 Vulnerability Management Scanning 
Monthly 

8 Installed Agents 
SysMon (currently supported version) 

SAFE 
Ordr 

Arctic Wolf 
Windows Defender for Endpoints 

Rapid7 

9 Penetration Test Quarterly. Reserve the right to scan more 
frequently 
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Network 

Number Item Parameter 

1 iOS Current supported version 

2 VLAN 10 – Trusted Workstations 
20 – Phones, IP Speakers, Teams/Webex 

30 – Wif i Aps, UPSes, Infosec, OOB, Uplinks, 

Loopbacks 
40 – HVAC, Electrical 

50 – IT Managed printers/Appliances 

60 – Cameras, Access Control 
70 – Medical Devices/Micro-segmentation 

80 – Future Micro-segmentation 

90 – Future Micro-segmentation 
100 – Future Micro-segmentation 

Privacy 

Number Item Parameter 

1 Business associate agreement 
Required for any application that creates, receives, 

maintains/stores, or transmits PHI/PII 

2 Privacy Impact Analysis 
On File 

Reviewed Annually 

3 Patient Privacy Monitoring 
Fairwaring 

Privileged Access Management – Delenia 

Number Item Parameter 

1 Privileged Accounts 
Required 

2 Svc accounts 
Required 

 

10 Remote Access VPN 
Teams/WebEx 

NO RDP 

11 OS Firewall Activated 
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Operations Center – Level III or IV 

Remote Access 

Number Item Parameter 

1 Cooper Provided Devices 
Cisco AnyConnect 

2 Non-Cooper Provided Devices 
Citrix 

3 Muli-Factor Authentications 
Required – Cooper uses Imprivata 

Server 

Number Item Parameter 

1 Operating System Microsoft Windows 

2 OS Version Currently Supported version 

3 Patching Schedule Critical Patched within 1 week  
Routine Patched 20 days 

4 Immutable 3-2-2 Backup Daily 

5 Antivirus/Malware Windows Defender for Endpoints 

6 Endpoint Detection Response Windows Defender for Endpoints 

7 Vulnerability Management 
Scanning 

When Server is built 
When application is installed 

Monthly scanning and R7 Agent installed 

8 OS Firewall Activated 

9 Domain Managed Yes 

10  Installed Agents SysMon (currently supported version) 
SAFE 
Ordr 

Arctic Wolf 
Windows Defender for Endpoints 

Rapid7 
11 Logging Enabled and sent to Arctic Wolf 

12 RDP is NOT supported  
13 If the server name is used in a link Use the Fully Qualified Domain Name 

14  Third-Party Applications None 

15 Internet Access None 
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16 Cooper SCCM Managed Yes 
 

Single-Sign On (SSO) – Imprivata OneSign 

VPN 

Number Item Parameter 

1 IKE Version IKEv2 

2 Phase 1 Authentication SHA-256 

3 Phase 1 Encryption AES-256 

4 Phase 1 Diffe-Hellman Group 21 

5 Phase 1 Lifetime 86400 seconds 

6 Phase 2 Authentication SHA-256 

7 Phase 2 Encrypotion Transform AES-256 

8 Perfect Forward Secrecy Disabled 

9 Phase 2 Lifetime 28800 

 Redundancy Yes 
 

Wireless 

Number Item Parameter 

1 Encryption/Authentication 
Minimum 

WPA2-Enterprise PEAP 

2 Wireless Frequency Supported 2.4 Ghz and 5 Ghz 

3 Wireless protocols supports 802.11 abgn 

 

 

 

 

 

 


